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Active Directory Certificate Services Management Pack Guide

Active Directory Certificate Services (AD CS) provides customizable services for issuing and managing public key certificates used in software security systems that employ public key technologies.

The AD CS Management Pack monitors the certification authority (CA) service health based on the following:


CA service status checking.


Event monitors.

Introduction to the Active Directory Certificate Services Management Pack for Operations Manager 2007 SP1 and R2
The Active Directory Certificate Services Management Pack monitors services and events for certification authority (CA) servers and provides alerts for critical events.

Document Version

This guide was written based on the version 6.0.7231.0 of the Active Directory Certificate Services Management Pack.

Getting the Latest Management Pack and Documentation

You can find the Active Directory Certificate Services Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

Supported Configurations

 The following table details the supported configurations for the Active Directory Certificate Services Management Pack:

	Configuration
	Support

	 Operating systems
	Windows Server 2008, Windows Server 2008 R2
CA only (no support for Online Responder or other Active Directory Certificate Services role Services)

	Clustered servers
	No 

	Agentless monitoring
	No

	Virtual environment
	Yes; the Active Directory Certificate Services Management Pack monitors certification authorities on virtual machines


Getting Started

This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations.

Before You Import the Management Pack

The Active Directory Certificate Services Management Pack has the following dependency:


Windows Server 2008 Operating System (Discovery)

Files to Download

To monitor Active Directory Certificate Services, you can download the Active Directory Certificate Services Management Pack from the Management Pack Catalog, located at http://go.microsoft.com/fwlink/?LinkId=82105 or import the management pack from the catalog in the Operations Manager 2007 R2 Operations console. 

The Active Directory Certificate Services Management Pack includes the following files:


Certificate Services Monitoring Management Pack (2008) (Microsoft.Windows.CertificateServices.2008.Monitoring.mp)


Certificate Services Discovery Management Pack (Microsoft.Windows.CertificateServices.Discovery.mp)


 Certificate Services Common Library (Microsoft.Windows.CertificateServices.Library.mp)


Microsoft Software License Terms (EULA.RTF)

How to Import the Active Directory Certificate Services Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=98348).

The Active Directory Certificate Services Management Pack consists of the following three files:

Microsoft.Windows.CertificateServices.Library.mp
Microsoft.Windows.CertificateServices.2008.Monitoring.mp
Microsoft.Windows.CertificateServices.Discovery.mp
The files can be imported at the same time or in any order, though all of them are required.

After the Active Directory Certificate Services Management Pack is imported, create a new management pack in which you store overrides and other customizations.

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the default management pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting a default management pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


It allows you to delete the original management pack without first needing to delete the default management pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the default management pack, you must delete the default management pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the default management pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Security Considerations

You may need to customize your management pack. Certain accounts cannot be run in a low-privilege environment or must have minimum permissions.

The Active Directory Certificate Services Management Pack does not create any new Run As accounts, Run As profiles, or groups, and does not require any configuration of existing Run As accounts or Run As profiles.

It is recommended that the Agent run on the managed Active Directory Certificate Services computer as a low privilege user.  The minimum privileges required for the account whose context the Agent uses to run on the CA are:

Member of the local Users group

Member of the local Performance Monitor Users group

"Manage auditing and security log" permission (SeSecurityPrivilege)

"Allow log on locally" permission (SeInteractiveLogonRight)

Low-Privilege Environments

The following management pack tasks cannot be run using a low-privilege account. These tasks require that the Action Account have Admin user rights on the agent computer:


Ping Enrollment Interface

Note: A low privileged user can run this task if the permissions on the CA allow Read for Authenticated Users


Stop Certificate Service


Start Certificate Service

Understanding Management Pack Operations

This section describes the objects that the Active Directory Certificate Services Management Pack discovers, how health rolls up, key monitoring scenarios, and the console views that display monitoring and performance information. 

Objects the Active Directory Certificate Services Management Pack Discovers

The Active Directory Certificate Services Management Pack discovers servers configured - as certification authorities (CA), both online and offline. Discovery is automatic. For information about discovering objects, see the "Object Discoveries in Operations Manager 2007" topic in Operations Manager 2007 Help (http://go.microsoft.com/fwlink/?LinkId=108505). 

The Certificate Services topology discovery is configured by default to run every 4 hours. Discovery of the Certificate Authority role occurs when the management pack is imported, and then at two-day intervals. 

How Health Rolls Up

The following diagram shows how the health states of components roll up in this management pack.
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Viewing Information in the Operations Manager Console

The Active Directory Certificate Services Management Pack provides the following views:


Events: displays all events collected from Active Directory Certificate Services instances.


State view for Certificate Authorities (All): displays a list of all discovered logical certification authorities.


State view for Certificate Authorities (Online): displays all logical certification authorities operating in online mode.


State view for Certificate Services Instances: displays a list of all discovered instances of Active Directory Certificate Services.


State view for Hierarchies: displays all discovered certification authorities hierarchies.

Key Monitoring Scenarios

The Active Directory Certificate Services Management Pack monitors events for certification authorities (CA). 

The Active Directory Certificate Services Management Pack enables the following monitoring scenarios:


Monitoring the Certificate Services running on the CA server, which is performed by the Certificate Service Monitor.


Notifying the Operations console operator about CA issues by alerting on critical events in the system event log. Numerous event rules in this management pack generate alerts. The events collected by these rules also impact the states of the following monitors:


Certificate Service Events (aggregate)


Certificate Service Errors


Certificate Service Warnings

You can control which events impact the state of each monitor by enabling or disabling the rules that correspond to the event being collected. If one of the "Errors" or "Warnings" monitors above becomes unhealthy, it needs to be reset manually after the problem has been resolved.

All monitors and rules in this management pack are enabled by default.

Placing Monitored Objects in Maintenance Mode

When a monitored object, such as a computer or distributed application, goes offline for maintenance, Operations Manager 2007 detects that no agent heartbeat is being received and, as a result, might generate numerous alerts and notifications. To prevent alerts and notifications, place the monitored object into maintenance mode. In maintenance mode, alerts, notifications, rules, monitors, automatic responses, state changes, and new alerts are suppressed at the agent.

For general instructions on placing a monitored object in maintenance mode, see How to Put a Monitored Object into Maintenance Mode in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108358).

As a best practice, when you place a certification authority (CA) in maintenance mode, you should also place all discovered child objects of the CA in maintenance mode. 
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